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Executive Summary 
Hikvision equipment allows for multiple setup options and the ability to incorporate many cybersecurity 

best practices to secure the selected setup. The following provides a review of the various user 

configurations and the associated protections, cybersecurity best practices, and end-user defenses for 

each setup of the Hikvision camera and Network Video Recorder (NVR). In addition to the protocols 

listed in this document to make each setup more secure, Hikvision offers additional cybersecurity 

options on its website that users can incorporate into their equipment setup. 

Standalone Setup 

Hikvision NVRs can be used as the central monitoring and storage device for Hikvision cameras without 

the requirement to connect to any existing internal network infrastructure. Users can connect a 

Hikvision camera directly into the NVR through a dedicated ethernet cable. By directly connecting the 

camera to the NVR, neither device has any connection to any existing internal network infrastructure, 

including the Internet, or other networked devices on that infrastructure. The user would also need to 

connect a computer monitor or TV to the NVR’s video display output port to view a live-feed or 

recordings from the camera. This configuration results in an “air-gapped” network. Because there is only 

a dedicated connection between the camera and the NVR, data is only transferred between the camera 

and NVR. There is no way any other data can be received from an outside source or have data 

transmitted to an outside recipient. From a cybersecurity perspective, a standalone or air-gapped setup 

is the most secure way any device can be configured, not limited to Hikvision NVR and camera systems.   

Because the Hikvision camera and NVR do not require a connection to the Internet to operate, firmware 

updates under this equipment setup will need to be performed manually by the user. Firmware updates 

are updates to the internal software of the device(s) that Hikvision will make available to improve 

functionality or address a recently discovered vulnerability. From a cybersecurity perspective, it is 

important for users to frequently check the Hikvision website for new firmware updates to ensure their 

equipment has the latest, most secure software to address known vulnerabilities. To update the device’s 

firmware manually, the user would download the firmware update file from Hikvision’s website onto a 

removable device such as a universal serial bus (USB) drive. The user would then upload the firmware 

update file to the device by connecting the USB drive to the NVR’s USB port and following the firmware 

update function to upload and install the firmware update file. The ability to install updated firmware 

without connecting the camera and/or NVR to another network or the Internet makes this air-gapped 

equipment setup the most secure because the devices continually remain inaccessible to send or receive 

data except between the camera(s) and NVR.  This update procedure can be used with any Hikvision 

camera and NVR setup. 
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Network Segmentation Setup 

Users may elect to utilize their existing internal network infrastructure to set up the Hikvision camera(s) 

and NVR.  Hikvision’s NVR also allows the user to connect the device directly to an existing internal 

network infrastructure to allow multiple users to remotely monitor the live-feed or video recordings 

using the Hikvision client software (iVMS-4200) installed on computers within the camera/NVR network. 

When using an existing internal network infrastructure, Hikvision users can configure a separate internal 

network for the camera(s) and NVR to operate on independent from the rest of the broader internal 

network. This is a standard cybersecurity practice known as network segmentation. Network 

segmentation allows for an existing internal network infrastructure to be separated into one or more 

separate network segments to transmit and receive data independently of each other. Each network 

segment is configured with different internet protocol (IP) network address credentials to keep data 

transmission within the appropriate network. A user would choose this setup because it allows the use 

of existing internal physical network infrastructure (cables/switches/routers/servers) and then creates a 

separate network segment for the camera(s) and NVR to operate on to keep the data between these 

devices independent of any other internal or external network, including the Internet and therefore 

more secure.  From a cybersecurity perspective, if a different network segment was compromised, the 

threat actor would not have access to the camera(s) and/or NVR because they are operating with 

different IP network address credentials.  In essence, the data of the segmented internal networks can 

be thought of as separate roads running side by side but never having any point where they intersect or 

are bridged together.  

As an enhancement to segmentation within an existing internal network infrastructure, a user can set up 

the camera(s) and NVR behind a “firewall” for an added layer of cybersecurity. A firewall is a network 

security system that monitors and controls incoming and outgoing network traffic based on 

predetermined security rules the user configures. Setting up the camera(s) and NVR behind a firewall 

adds an additional layer of protection because it establishes a barrier between a trusted network 

(camera/NVR segment) and any other network segments or an untrusted network, such as the 

Internet. A firewall can be configured to block any data coming in and data leaving the camera/NVR 

network segment, therefore making it unreachable by any device outside the camera/NVR network 

segment. From a cybersecurity perspective, the firewall blocks all attempted data transmissions 

between the camera/NVR segment and any other network segments, including any other networks that 

are connected to the Internet, therefore making the setup more secure. Furthermore, Hikvision 

equipment allows the user to utilize supplemental Hikvision security features and protections listed 

below under the “Additional Cybersecurity Considerations” to enhance the security of their camera and 

NVR ecosystem. 

Internet Connected Setup 

When accessing the Hikvision camera(s) and NVR via the Internet, the user can configure and utilize a 

virtual private network (VPN) to better secure this setup option. A VPN is a software solution that 

creates a secure connection between the devices on one network (camera and NVR) and the user on a 

separate network over the Internet. The VPN uses end-to-end encryption1 to shield the data 

transmissions between the two separate networks, preventing the ability of interception by an 

unauthorized user. When the data is transmitted from one network it is encrypted prior to leaving that 

 
1 At setup, the user must configure a password used to unencrypt the end-to-end connection from the receiving end of the 
video stream.  



3 | P a g e  
 

network and then unencrypted once received by the receiving network using encryption keys that are 

assigned during the VPN configuration setup. By using a VPN, the data stream and authentication 

systems are encrypted and kept within the selected network environment. This is a very common 

cybersecurity tool as most enterprise networks utilize VPNs to access other internal network 

applications within an environment because the functionality is already integrated into most operating 

systems.  

As an alternative Internet connected setup option, Hikvision offers the user the ability to access their 

camera(s) and NVR via their portable devices, such as Internet-ready phones and/or tablets, or from any 

Internet connected computer. To utilize this option, the user will need to download and configure the 

Hik-Connect application (app) onto their device or computer. The Hik-Connect app is a Hikvision-hosted, 

cloud-based access control tool that offers end-to-end encryption between the user’s iOS, Android, or 

Web platform and the camera(s) and NVR securing the data transmission. The user creates an account 

for the camera(s) and NVR network and links the Hik-Connect app to that account to configure this 

Internet connected setup option. Once configured, the user is able to log into the Hik-Connect app and 

establish a secure connection between their device and the camera(s) and NVR. 

When using the Hik-Connect option via the Internet, users can further enhance the security of the 

network traffic between their device or computer and the camera(s) and NVR by utilizing some of the 

cybersecurity options in the previously described equipment setup configurations.  The user can 

configure a segmented environment and also use a firewall with a conditional configuration, known as 

“whitelisting.”  Whitelisting refers to when the user configures the firewall to only allow pre-designated 

IP addresses to communicate with the devices on the network via the Internet.  In this case, the user 

would pre-designate within the firewall configuration to only allow the IP addresses associated with the 

Hik-Connect app to communicate with the camera(s) and NVR on the segmented network.   

Additional Cybersecurity Considerations 
Hikvision cameras and NVR equipment allow for many additional cybersecurity features to be 

implemented to enhance the security of the devices and the network they reside on. When configuring 

the device(s) to be accessed from within or outside of a network, FTI recommends implementing and 

Hikvision equipment offers the following security features for added protection:  

• Hikvision makes any updates to their software available on the Hikvision website.  Users should 

regularly check for Hikvision software updates and install any new updates as soon as they 

become available.  

• Hikvision equipment does not utilize default passwords but instead requires users to configure 

their own passwords during the configuration process.  Strong, complex passwords should be 

utilized to access the camera(s), NVR, and /or the network they are located on. Passwords 

should be at least 8 characters long (the longer the better) and be a combination of letters, 

numbers, and special characters.  The use of strong, complex passwords makes the devices and 

network more secure because it significantly reduces the possibility of an unauthorized user 

guessing or determining the password through some other systematic process. 

• Enable the User Management feature when more than one user is accessing the devices. The 

User Management feature allows the device owner to configure a user’s account to access only 

the features necessary and specific to the user’s duties. 
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• Utilizing the Illegal Login Lock feature limits the amount of incorrect login attempts from an IP 

address before it restricts any further attempts. This feature helps prevent continuous attempts 

to ascertain valid login credentials, also known as a brute-force attack. 

• Configure media access control (MAC) address filtering on the NVR to only allow the specified 

devices to connect successfully. This feature allows the user to designate the specific MAC 

addresses that can access the NVR. A MAC address is a unique identifier used as an address in 

communications within a network. Each network controller, whether hardware or software, 

that communicates on a network has a unique MAC address already assigned from its 

manufacturer. The user can readily obtain the MAC address from a device or computer that 

they designate to have access to the NVR and prepopulate the address in the NVR.   

• Users can also reference the Hikvision website for their “Best Practices” webpage 

(https://us.hikvision.com/en/support-resources/cybersecurity-center/best-practices) and their  

Network Security Hardening Guide 

(https://us.hikvision.com/sites/default/files/hardening guide.pdf) for additional information 

and cybersecurity considerations for their Hikvision equipment. 

 

 

 




