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Summary 

Hytera Communications Corporation Limited (“HCC”) is a publicly traded corporation 

organized under the laws of China.  HCC manufactures and supplies land mobile radios and 

digital mobile radios (“LMR/DMR”) systems and solutions to customers in 120 countries 

throughout the world, including the United States.  HCC has two U.S. subsidiaries--Hytera US 

Inc. (“Hytera US”) and PowerTrunk Inc. (“PowerTrunk”) which are also filing Comments in this 

proceeding.   Hytera US sells HCC-manufactured private land mobile radio products through 

hundreds of independent dealers to private radio customers.  PowerTrunk markets and sells 

digital land mobile radio products in the U.S. using TETRA technology to customers such as 

utilities, airports, and transportation entities -- including the largest bus companies in New York 

and New Jersey. 

In 2018, the Committee for Foreign Investment in the United States (“CFIUS”) 

conducted an investigation regarding HCC’s acquisition of Sepura plc, a UK-registered 

company, the parent of PowerTrunk.   Based on that investigation, CFIUS issued a Letter of 

Assurance (“LOA”) to HCC and PowerTrunk in order to “mitigate any national security risk” 

regarding the acquisition of PowerTrunk by HCC.  Pursuant to the LOA, PowerTrunk’s 

equipment is listed on a General Services Administration (“GSA”) schedule for sale to federal 

agencies and PowerTrunk continues to sell its TETRA product in the U.S.  Given these facts, the 

Commission should work with CFIUS and the Department of Homeland Security so that the 

Covered List is corrected to reflect the determinations by CFIUS regarding PowerTrunk 

equipment -- a task the Commission is authorized to perform pursuant to Section 1601(d) of the 

Act outside of this proceeding. 
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The Commission should also clarify the scope of the Covered List.  In the Second Report 

and Order,1 the Commission defined communications equipment and service subject to the 

Covered List as that used in fixed and mobile networks providing advanced communication 

service, it being understood that the equipment or service uses electronic components.2  The 

Commission went on to interpret “advanced communications service” to mean, for example,  a 

connection speed of at least 200 kbps in either direction.  However, this technical limitation is 

nowhere clearly stated on the Covered List which has contributed to marketplace confusion. 

Likewise, the Commission should clarify that video surveillance and telecommunications 

equipment provided by HCC is subject to the prohibitions of the Covered List only to the extent 

that, for example, it  is “capable of . . . routing or redirecting user data traffic or permitting 

visibility into any user data or packets that such equipment or service transmits or otherwise 

handles . . . .”3 This, too, is not made clear on the Covered List as published. 

In order to conduct the technical review required for inclusion on the Covered List, the 

Commission should require attestations tracking the qualifications in Section 1601 and subject to 

review by the Telecommunications Certification Bodies.  In all events, adopting restrictions 

applicable to entities on the Covered List (as the Notice proposes with respect to the Supplier’s 

Declaration of Conformity, for example) is not within the agency’s authority, and omits the 

necessary technical analysis to identify suspect equipment.  

The Commission should not seek to revoke authorizations for equipment on the Covered 

List, but if it does, full due process protections should be provided to the holders of equipment 

authorizations. 

                                                       
1 Protecting Against National Security Threats to the Communications Supply Chain Through FCC Programs, WC 
Docket No. 18-89, Second Report and Order, 35 FCC Rcd 14284 (2020) (“Second Report and Order”). 
2 NPRM at para. 17 citing Second Report and Order, 35 FCC Rcd at 14309, para. 52. 
3 47. U.S. Code Section 1601(b)(2). 
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COMMENTS OF HYTERA COMMUNICATIONS CORPORATION LIMITED 

 
 Hytera Communications Corporation Limited (HCC), by its counsel, and in response to 

the Notice of Proposed Rule Making and Notice of Inquiry (“NPRM”) issued by the Federal 

Communications Commission (“FCC” or “Commission”) on June 17, 2021, in the captioned 

proceeding, comments on the actions proposed.  As the manufacturer of radio equipment subject 

to equipment authorization certifications, HCC is pleased to share its experience with the 

Commission in this proceeding.  HCC endorses the Commission’s careful approach to defining 

the reach of its proposed rules, and urges the Commission to adopt rules to help more clearly 

define the scope of the communications equipment and services identified in Section 1601(c) of 

the Communications Act of 1934, as amended (the “Act”), 47 U.S.C. §1601(c) (“Covered 

Equipment”), that is in turn reflected in the Covered List.  Further, HCC proposes rule changes 

to the certification process so that the Commission can ensure parties potentially affected by the 

proposed rules understand them and will comply. 
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1. HCC 

HCC is a publicly traded corporation organized under the laws of China, and listed on the 

Shenzen Stock Exchange.  HCC manufactures and supplies land mobile radios and digital mobile 

radios (“LMR/DMR”) systems and solutions to customers in 120 countries throughout the world, 

including the United States.  HCC develops and markets wireless two-way radios and private 

radio systems tailored to its customers’ needs in a range of sectors including government, public 

utilities, energy, transportation, commerce, hospitality and education globally.    

More than fifty-two percent (52%) of the voting rights in HCC are held under a weighted 

voting rights structure by co-founders Chen Qingzhou and Weng Limin.  HCC is not owned or 

controlled by, or otherwise affiliated with, the Chinese government; it is not owned or controlled 

by any entity affiliated with the Chinese defense industrial base.  HCC has no ties to the Chinese 

Communist Party. 

HCC has ten (10) international research and development (“R&D”) Innovation Centers 

and more than ninety (90) regional organizations around the world. More than forty percent 

(40%) of HCC’s employees are engaged in engineering, research, and product design.4  

HCC currently has two U.S. subsidiaries--Hytera US Inc. (Hytera US) and PowerTrunk 

Inc. (PowerTrunk).5    Hytera US is a U.S. corporation, organized under the laws of the State of 

Delaware, authorized to do business in Florida and California.  In the U.S., Hytera US sells HCC 

manufactured products through hundreds of independent dealers to private radio customers.  

Hytera’s customers hold their own licenses to operate the stations using Hytera equipment. 

HCC’s equipment is designed for use on spectrum licensed under Part 90 of the Commission’s 

rules. 

                                                       
4 Zhang Qian, “Innovation Keeps Hytera At Global Forefront: Founder,” Shenzhen Daily, 10/31/18. 
5 HCC endorses and adopts the comments that Hytera US and PowerTrunk each are filing in this proceeding. 
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PowerTrunk, Inc. is a U.S. corporation organized under the laws of Delaware with a 

principle place of business in New Jersey. PowerTrunk is a holder of equipment authorizations 

and markets and sells digital land mobile radio products in the U.S. using TETRA technology.  

PowerTrunk markets and sell its radio products to private radio entities such as utilities, airports, 

and transportation companies including the largest bus companies in New York and New Jersey.  

HCC has other subsidiaries.  Hytera Mobilfunk GmbH ("HMF") is a limited liability 

company organized under the laws of Germany, and is wholly-owned by HCC.  HMF is a well-

known specialist in mobile radio technology such as TETRA and has been a pioneer in 

professional mobile radio systems for 40 years.  HMF manufactures it equipment in Germany.  

While HMF holds equipment authorizations in the U.S., it does not market and sell its equipment 

in the U.S.   

Norsat International Inc.(“Norsat”) is a corporation organized under the laws of 

Canada, and also a wholly owned subsidiary of HCC.  It manufactures and sells Norsat-

branded customizable satellite components, portable satellite terminals, maritime solutions and 

satellite networks, and through its Sinclair Division Norsat is a leading provider of Sinclair-

branded antenna and RF conditioning products, systems and coverage solutions.  Norsat sells 

its products worldwide and for over forty years Norsat-branded products, and for over 60 years 

Sinclair-branded products, have been sold directly from their Canadian facilities into the U.S. 

market.  

2. CFIUS Investigation of HCC 

In early 2018, HCC submitted to a voluntary investigation by the Committee for Foreign 

Investment in the United States (“CFIUS”) regarding HCC’s acquisition of Sepura plc, a UK- 
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registered company, the parent of PowerTrunk.   In July 2018, CFIUS completed its 

investigation and issued a Letter of Assurance (“LOA”) to HCC and PowerTrunk in order to 

“mitigate any national security risk” regarding the acquisition of PowerTrunk by HCC.  The 

LOA identifies the specific TETRA radio equipment authorized for sale in the U.S. by 

PowerTrunk, and appoints the Department of Homeland Security (“DHS”) as the agency to 

monitor compliance with the LOA. Pursuant to the LOA, PowerTrunk’s authorized equipment is 

listed on a General Services Administration (“GSA”) schedule for sale to federal agencies and 

PowerTrunk continues to sell its TETRA product in the U.S. pursuant to the LOA, including to 

the major transportation agencies referenced above. 

3. The Commission Should Clarify the Scope of the Covered List.  

The NPRM seeks comment on the types of actions (e.g., outreach and education) that 

would be helpful to ensure that all parties potentially affected by the proposed rules understand 

the changes and will comply “with the prohibition associated with ‘covered’ equipment.”6  HCC 

urges the Commission to clarify the scope of the Covered List as set forth below so that all 

affected parties have clear and concise notice of exactly what is Covered Equipment; so that the 

anticompetitive distribution of false information about the Covered List may be effectively 

neutralized; and so that purchasing decisions may be reliably made.7 

a. The Commission Should Publish its Definition of Covered Equipment in the 
Covered List 

In the NPRM, the Commission cited the Second Report and Order,8 to define 

communications equipment and service as those terms are used in Section 1601 of the Act; that 

                                                       
6 NPRM at para.56. 
7  See Comments of Hytera US, September 17, 2021, pp.4-6 identifying the damage that the imprecise wording of 
the Covered List has caused Hytera US and its dealers.  Letters from some of those dealers are attached to Hytera 
US’s Comments.   
8 Protecting Against National Security Threats to the Communications Supply Chain Through FCC Programs, WC 
Docket No. 18-89, Second Report and Order, 35 FCC Rcd 14284 (2020) (“Second Report and Order”). 
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is, any equipment or service used in fixed and mobile networks that provides advanced 

communication service, provided the equipment or service uses electronic components.9  The 

Commission went on to interpret “advanced communications service” to mean high-speed, 

switched, broadband telecommunications capability that enables users to originate quality voice, 

data, graphics, and video telecommunications using any technology with a connection speed of 

at least 200 kbps in either direction.10  However, this technical limitation is nowhere expressly 

stated on the Covered List as posted on the Commission’s website; nor is it clearly stated in the 

Public Notice of the Covered List.11  To ensure consistency with the Act, HCC urges the 

Commission to clarify that the Covered List applies only to equipment and services providing 

broadband service with a connection speed of at least 200 kbps in either direction. 

b. The Commission Should Publish the Use and Capability Qualifications for the 
Covered List 

 
Section 1601(b)(2) of the Act makes very clear that communications equipment and 

services are not to be included on the Covered list unless they meet specified use and capability 

qualifications.   

i.  The Use Qualification 

The Use Qualification subjects video surveillance and telecommunications equipment 

provided or produced by HCC to the prohibitions of the Covered List only “to the extent it is 

used for the purpose of public safety, security of government facilities, physical security 

surveillance of critical infrastructure, and other national security purposes.”12   

                                                       
9 NPRM at para. 17 citing Second Report and Order, 35 FCC Rcd at 14309, para. 52. 
10 Id. 
11  Public Safety and Homeland Security Bureau Announces Publication of the List of Equipment and Services 
Covered by Section 2 of the Secure Networks Act, Public Notice, DA 21-309, WC Docket No. 18-89, March 12, 
2021 (hereinafter cited as the “Public Notice”). 
12  This language is drawn from Section 1601(c)(3) which, in turn, is derived from Section 889(f)(3)(B) of the 2019 
NDAA. 
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 ii. The Capability Qualification 

The Capability Qualification subjects video surveillance and telecommunications 

equipment provided or produced by HCC to the prohibitions of the Covered List only to the 

extent that it is “capable of—(A) routing or redirecting user data traffic or permitting visibility 

into any user data or packets that such equipment or service transmits or otherwise handles; (B) 

causing the network of a provider of advanced communications service to be disrupted remotely; 

or (C) otherwise posing an unacceptable risk to the national security of the United States or the 

security and safety of United States persons.”13 

c. The Commission’s Website Should be Updated 

While the Use Qualification is stated on the Covered List posted on the Commission’s 

website, the Capability Qualification is not -- instead the Covered List merely includes 

references to the statutory/rule provisions containing the Capability Qualification.14  A citation to 

the Act does not provide clear direction to affected parties.  The Commission should set forth the 

criteria for identifying specific communications equipment and services as Covered Equipment, 

so that an affected reader can understand the impact from the four corners of the published 

Covered List. 

More specifically, the Commission’s stated goal is a clear understanding for affected 

parties.15  HCC urges that the Covered List posted on the Commission’s website be revised to 

clarify that it is expressly limited to equipment and services providing broadband service having 

a connection speed of at least 200 kbps in either direction, and that meet the Use and Capability 

Qualifications.  This would go a long way toward informing potentially affected parties as to the 

                                                       
13 Section 1601(b)(2).  . 
14 See https://www.fcc.gov/supplychain/coveredlist.  For that matter the website’s reference to “Covered Equipment 
or Services” includes a double asterisk footnote, but that footnote is nowhere to be found. 
15 NPRM at para. 56. 



  ‐7‐ 
-DM2\14678318.1 

true effect of Section 1601 of the Act and mitigate the marketplace confusion which has attended 

publication of the Covered List.  

d. The Commission Should Work in Close Coordination with Its Federal Partners 
to Ensure the Covered List Reflect Determinations Made by Those Federal 
Partners 

 
The NPRM indicates that if one of the enumerated sources named in the Secure Networks 

Act modifies or deletes a determination, PSHSB will do the same and modify the Covered List 

accordingly.  We agree with the comments filed by Jennifer B. Tatel and Clete D. Johnson that 

Commission actions in this proceeding must be taken in in close coordination with industry and 

interagency partners, and also with great care to avoid unintended practical and legal 

consequences.16  In particular, we urge the Commission to work with CFIUS and DHS so that 

the Covered List reflects the determinations by CFIUS regarding PowerTrunk equipment 

discussed above, and as addressed in the comments submitted by PowerTrunk in this 

proceeding.17 

e. The Commission has the Authority to Clarify The Scope of the Covered List 
Outside of this Rulemaking 

  
Section 1601(a) of the Act authorizes the Commission to publish the Covered List, 

including the Capability and Use Qualifications pursuant to Sections 1601(b) and (c), 

respectively.  Further, Section 1601(d) authorizes the Commission to update the Covered List 

based on determinations made by its designated federal partners that have national security 

jurisdiction.  Thus, the Commission need not conduct a further rulemaking to update the Covered 

List as discussed above.    

 

                                                       
16 Comments of Jennifer B. Tatel,  Former FCC Acting General Counsel and Clete D. Johnson, Former FCC Chief 
Counsel for Cybersecurity, September 14, 2021. (“Tatel/Johnson Comments”) 
17 Comments of PowerTrunk Inc. filed Sept. 20, 2021. 
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4.   Proposed Rule Amendments  

In the NPRM, the Commission proposes revising the equipment certification procedures 

to include a new provision that would require applicants to provide a written and signed 

attestation that, as of the date of the filing of the application, the equipment for which the 

applicant seeks certification is not on the Covered List.  Because the Commission did not 

conduct any technical analysis of equipment prior to including it on the Covered List, HCC urges 

the Commission to include a mechanism to verify that the technical analysis will have been 

performed as part of the certification process. 

In the Second Report and Order, the Commission recognized that the Covered List “will 

serve as a reference for affected parties to indicate the communications equipment and services 

that certain providers must remove from their networks, as well as the equipment and services to 

which the section 3(a) prohibition applies, the communications equipment and services eligible 

for reimbursement pursuant to section 4, and the equipment and services that form the basis for 

the reporting requirements in section 5.”18  The Commission noted that the “Secure Networks 

Act does not require the Commission to conduct a technical analysis of the communications 

equipment or service prior to including it on the Covered List.”19  However, in order to 

implement the proposed rules regarding equipment authorization, a technical analysis of the 

communications equipment will be required, and the manufacturers of the equipment are the best 

positioned in the first instance to perform such an analysis and make the attestations described 

below.  In other words, the NPRM’s exclusive reliance on the language used in the Covered List 

is insufficient, and determinations regarding the Use and Capability Qualifications must be 

addressed.  

                                                       
18 Second Report and Order at para. 57. 
19 Id. at para. 85. 
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When the Commission delegated authority to Commission-recognized 

Telecommunications Certification Bodies (“TCBs”) to issue grants of equipment Certification, it 

noted that “the TCBs have generally done an excellent job of reviewing and granting 

applications for Certification” and “have uniformly cooperated in following OET staff guidance 

and in responding to whatever technical questions may arise.”20 

Accordingly, HCC proposes that the equipment authorization rules include the following 

attestations submitted to the TCB by the manufacturer as part of the application process.  These 

attestations track the language of the Use and Capability Qualifications and thus clearly delineate 

why the equipment is eligible for the equipment authorization Certification.    

 a.  Section 2.911(d)(5) Certification 

Proposed Section 2.911(d)(5) of the Commission’s rules, 47 C.F.R.21 sets forth the 

information that must be submitted in each request for equipment authorization to a TCB.  

Section 2.911(d)(5) also sets forth requirements for a certification to be included with each 

request.  HCC proposes that Section 2.911(d)(5) be amended to include the following attestations 

as part of the application process: 

1. Whether the equipment is being provided by an entity identified on the Covered 
List. 
 

2. Whether, standing alone, the equipment provides fixed or mobile broadband 
connection speeds of at least 200 kbps. 
 

3. Whether the equipment is capable of routing or redirecting user data traffic or 
permitting visibility into any user data or packets that such equipment or service 
transmits or otherwise handles. 
 

4. Whether the equipment is capable of causing the networks of a provider of 
advanced communications services to be disrupted remotely. 

                                                       
20 In the Matter of Amendment of Parts 0, 1, 2, and 15 of the Commission’s Rules regarding Authorization of 
Radiofrequency Equipment Amendment of Part 68 regarding Approval of Terminal Equipment by 
Telecommunications, Report & Order, FCC 13-44, 29 FCC Rcd 16335 (2014), at para. 9. 
21 47 C.F.R. § 2.911(d)(5). 
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5. Whether the equipment has been deemed to pose an unacceptable risk to the 

national security of the United States or the security and safety of United States 
persons by a specific determination made by an appropriate national security 
agency, as defined by Section 1608 of the Act.   
 

6. Whether the equipment can be used for purposes other than for the purpose of 
public safety, security of government facilities, physical security surveillance of 
critical infrastructure, and other national security purposes.  

 
 These attestations track Section 1601 of the Act and ensure that the Commission’s TCB 

process is consistent.  The answers to the attestations set forth above are readily available to 

manufacturers and thus would not add a substantial burden to the equipment certification 

application.  For example, if the manufacturer attests that the equipment is not broadband 

equipment having a speed in excess of 200 kbps, e.g., LMR/DMR or TETRA, the equipment 

would be eligible for the Certification. Further, these attestations would be part of the public 

record and subject to the section 2.911(d)(1) requirement that all statements in a request for 

equipment authorization submitted to a TCB be true and correct to the best of the manufacturer’s 

knowledge and belief.  If necessary, the Section 2.911(d)(1) certification by the manufacturer 

could include, “after due inquiry,” as to ensure that each applicant conducts its own due 

diligence to ensure technical compliance.  

b. U.S.-Based Responsible Party 

As part of this proposed certification process, HCC fully supports the identification of a 

U.S.-based responsible party, as contemplated in the revision to Section 2.1033(b)(1).  HCC 

maintains a significant presence in the U.S.  Its U.S. representatives will be responsive to 

Commission inquiries. 
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c. The Proposed Revisions to Section 2.906 of the Commission’s Rules- 
The Supplier’s Declaration of Conformity (“SDoC”) - Exceed the Scope 
of Section 1601 of the Act 

 
 Section 2.906 of the Commission’s rules offers an expedited certification process for 

certain types of RF devices that have less potential to cause interference.  In its proposed revision 

to Section 2.906 of the Commission’s rules, the Commission proposes to prohibit any of the 

entities or their respective subsidiaries or affiliates, that produce or provide “covered” 

equipment on the Covered List from obtaining equipment authorization through the SDoC 

process..  

We agree with the Tatel/ Johnson Comments that the Commission’s authority to exclude 

Covered Equipment derives solely from the Secure Networks Act, and the Commission must 

base any prohibition of future authorizations of “covered” equipment only on the Secure 

Networks Act.22  Thus, the proposed rule prohibiting the use of the SDoC process for any 

equipment manufactured by entities named on the Covered List, whether that equipment is on 

the List or not, exceeds the authority granted to the Commission.  The proposed revision to 

Section 2.906(c) should be abandoned in whole.  

d. Proposed Revisions to Section 2.907: The Complement to Section 2.906 

Likewise, proposed Section 2.907(c) would expand the requirement of the certification 

process to all entities listed on the Covered List. Requiring the certification process for entities 

named on the Covered List, rather than for the Covered Equipment, is again unwarranted and 

reaches beyond the confines of Section 1601 of the Act. 

 

 

                                                       
22 Tatel/Johnson Comments pp. 2-3. 
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5.  Revocation of Existing Authorizations 

In Section III(c), of the NPRM, the Commission asks for comment about whether its 

rules should be modified to enable revocation of existing equipment authorizations.  And it 

tentatively concludes that Sections 2.939(a)(1) and (2) would apply to allow it to revoke 

authorizations for equipment on the Covered List.  

We agree with the Tatel/Johnson Comments that revocation of previous authorizations 

would create significant problems that we believe would outweigh the potentially marginal 

security benefits of mandating and accelerating the unfunded removal of existing covered 

equipment.23  If, despite the above, the Commission should persist in pursuing a revocation 

option, at a minimum, it should provide full and complete due process protections for the holders 

of the authorizations as spelled out in current Rule 2.939(b), which effectively adopts Section 

312 of the Communications Act.  In particular, Rule 2.939(b) of the Act requires that revocation 

of an equipment authorization must be made in the “same manner as revocation of radio station 

licenses” including the due process requirements of providing an opportunity of a fair hearing for 

the licensees, permittees, and/or affected parties involved in the threatened equipment 

authorizations. 

Section 312(c) of the Communications Act of 1934 provides that the Commission shall 

serve the licensee, permittee, or person involved an order to show cause why an order of 

revocation should not be issued and must provide that party with an opportunity for a hearing 

within 30 days.  The holders of threatened equipment authorizations are entitled to an 

opportunity to provide a showing at the outset of a revocation proceeding that the equipment is 

not within the scope of the Covered List. 

                                                       
23 Tatel/Johnson Comments at p.4. 
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6. The Commission May Not Exceed the Authority Granted by Congress 

 Congress has spoken several times in recent years regarding equipment that could harm 

national security.  The Commission’s strict adherence to Congressional direction will ensure that 

insecure equipment is not left in U.S. interconnected broadband  

networks without unnecessarily burdening equipment that is not capable of reaching, let alone, 

compromising those networks and without leaving the Commission’s action open to attack under 

Chevron principles. 

7. Conclusion 

 Accordingly, for the foregoing reasons, the Commission should correct and otherwise 

revise the Covered List so as to exclude the HCC equipment and that of its subsidiaries 

referenced herein, and otherwise take steps in accordance with its recommendations.  

     Respectfully submitted, 

     HYTERA COMMUNICATIONS  
CORPORATION LIMITED 

     
By:  /s/ William K. Keane 

      William K. Keane 
Patrick D. McPherson 
 

      Duane Morris LLP 
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      202-776-7800 
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